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Home > Society

Russia's Federation Council takes a closer look
at cybersecurity

November 9, 2012 Maxim lvanov, RKommersant

Ruslan Gattarov, nguoi dirng dau Uy ban Chinh sach théng tin ctia Hoi
dong Lién bang: muc tiéu tong thé clda chién lwvoc la phai dam bao "ch
quyén so"

In the words of Ruslan
Gattarov, head of the
Federation Council
Information Policy
Commission, the
overall purpose of the
strategy must be to
ensure Russia’s “digital
sovereignty.”

- RUSSsIan
investigators
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VNISA NGi dung

1. MOt s su kién vé ATTT nam 2012
(Information Security facts in 2012)

2. Két qua khao sat hién trang ATTT 2012 cua VNISA

(VNISA Research on Information Security status in 2012)

3. Két luan
(Conclusions)
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VNISA ) 10 su kién ni bat vé ATTT

tal Viet nam 2012 *

Ban soan thao Luat An toan théng tin s6 duoc thanh lap véi muc
tieu sm duwa luat vao hoat dong***

Thong tv Quy dinh vé diéu phbi cac hoat dong rng clru sw cb
mang Internet Viét Nam bat dau trién khai trén thuwc té

Viét nam van ti€p tuc dirng vi tri cao trong nhiéu danh sach qudc
té canh bao vé cac nguy co mat an toan**

Xuat hién nhiéu bién thé virus an cap tai khoan ngan hang truec
tuyén. Gid mao trang yahoo dé an cap mat khau nguwoi dung.

Nhiéu co’ quan, to6 chirc phat hién cac két ndi ngam va cac ma
doc chuyén dung dé danh cap thong tin c6 chu dich (APT)

*Khéng xép thir tw
**: top 5 vé NSD Internet; 15 phat tan ma déc; 10 tin rac; 15 zombie, .4 Rads

AMTEM TH’DNG 'I1N



VNISA ) 10 su kién nGi bat ve ATTT
tai Viét nam 2012 (ti€p)

Website mot doanh nghiép noi tiéng vé an ninh mang bi tdn cong
va tiép sau do 2 tuan trang forum cutia ho lai bi tan céng tiép

“Nguy co mot cudc chién tranh mang doi véi Viét nam la c6 thé
xay ra”, BO trudng tra 1o tredc Québc hoi, chiéu 14/6.

Van deé ro ri théng tin qua cac thiét bi vien théng nhap khau lai
dugc dw luan chay

Van nan rao ban théng tin ca nhan trén mang chwa cé giai phap
ngan chan

5-2012 VNISA danh gia ngau nhién 100 webstite tén mién
.gov.vn cho thay 78% s6 website c6 thé bi tdn cong toan dién
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VNISA ) Két qua khao sat 2012 ciia VNISA

Khao sat dwoc tién hanh trong khoang 3 thang,
thwe hién b&i VNISA va VNCERT

Tong s6 phiéu tra 1oi day da la 507, dai dién cho
507 td chirc v&i day du cac thanh phan

Khao sat nham danh gia mic do nhan thirc va
trng dung ATTT trong cac td chirc, doanh nghiép
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VNISA Cac ndi dung chinh

1. Nhan thirc vé cac cudc tan cong
2. Cac bién phap dam bao ATTT

3. Chitieu cho ATTT

4. Pao taové ATTT




HIEF HE AN TRAM THORMG TIN VIET NAR

1. Nhan thirc vé cac cudc tan cong

Ban cé biét mang bi tdn cong
hay khong?

CoO woc lvgng duoc thiét hai
khong?

Co6 quy trinh phan &rng v&i tan
cong hay khong?

4
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T’ \ Hé théng clia quy vi da tirng bi tan cbng mang
VN sA A) (Cyber Attack) hay khéng (tinh ttr 1/2012)?

Xu hudng nhan biét tdn cong van tang qua 2 nam.
60% \ Céac cong cu monitoring cé dwoc trién khai

50% ,
\ 1 Khang biét
40%

f Khéng bi tAn céng ]

HIEP HO5 AN TOBM THOMG TIN VIET

—@

30%
= C6 bi tan céng nhung
20% - khong ro sb 1an
10% fo) bi tan cong va J
dwoc theo doi day du
0% -

2012 2011 2010
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T \ Céac tdn cdong ma co quan/tdé chirc clia quy Vi gap
VN sA ) phai ké tir thang 1 nam 2012

P HOH AN TOEM THORG TIM VIET HakM

.- 1.Madoc hai ty lay lancd 45%
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‘i’ Cac tan cdng ma co quan/td chirc clia quy vi gap
VN ) phai ké tir thang 1 nam 2012

HIEF HH AN TOAM THOMSG TIN vIETNAM
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T \\ Cac tdn cong ma co quan/td chirc clia quy vi gap
VN sA ) phai ké tir thang 1 nam 2012

HIEF HH AN TOAM THOMG TIN Vi
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T L \ Cac tdn cong ma co quan/td chirc clia quy vi gap
VN sA ) phai ké tir thang 1 nam 2012
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APT (Advanced Persistent Threat):
Phé hoai c6 chi dich: 1a dong co hang dau dwoc nhac dén ~18%




{ '\ T6 chtrc ctia quy vi c6 wéc lvong duoc twong doi

VNT;A \. ) t8n that tai chinh khi bi tdn cong khéng?

TOM THORG TIM VIET Maki

mKhiing mCo

63%

Co uwde lwo’ng duwoc, ~

35%

5%

2012 2011 2010

1. Kha nang danh gia ton that tai chinh c6 tang 1én
2. Pa s6 khéng rd ddng co tan céng la gi hoac déng co khéng rd rang
(trén 70%) 4
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HIEF HE AN TRAM THORMG TIN VIET NAR

2. Cac bién phap dam bao ATTT

Cac bién phap quan ly: Quy trinh,
Quy ché, Bao cao, ...

Cac bien phap ky thuat, cong nghé:
twong Itra, chdng xam nhap, ...
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TO chirc ctia quy vi c6 quy trinh thao tac chuan
VNT (Standard operating procedures) dé phan hoi lai

S mmw m,,.. S nhirng cuoc%anfengﬁayﬁﬁh%aykheﬂgﬁ—

Nam 2011: Ty lé
noi “Sé lam trong
3 thang t¢i” tang
manh

2012: “chwa co
ké hoach” van
con la 33%

uKhingrd mKhing mCo

2010 2011 2012




T . NEu td chtrc clia quy Vi bi tan c6ng may
VN SA tinh, quy vi sé théng béo tin nay dén ai?

AN TOAR THORG TIN VIET Hak

B&o c&o 2010: da s6 van chi bao cao ndi bd, bao cao bén ngoai tang S0 v&i 2009
ANTOANTHONGTIN



VNTSA | fhu’c‘)’ng sau bao lau quy vi sé thong bao thong tin nay?

1 AN TOAR THOMG TIN VIET Hak

Nhu cau tro gitp ngay lap
tirc tang cao

4
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T ‘\ T6 chirc clia quy vi dang st* dung cac cong nghé dam
VN SA %) bdo ATTT nao?

HIEP HE AN TOAN THOMG TIN VIET HAM

A - Nhém bao vé dir liéu bang mat khdu, mat ma

. ' | - ®4—__ Téng déu dén
+ Mang rniéng ao VPN |
+ Pat mat khau cho tai lidu |
+ Méa hoa :
o]
: : I I
+ Chirng chi s6, chif ky so (Digital 2010
Certificate, Digital Signature) — 2011
+ Hé thdng quan Iv mat khau dac quyén = 2012
+ Mat khau co thé dwroc sir dung lai (Reusable
password) _—_
+ Cong cu danh gia tinh toan ven cua tai liéu
+Thé théng minh, mat khau dang mét lan (One-
time-password (OTP)).... ==
0% 10% 20% 30% 40% 50% 60%

St dung chirng chi sé kha nhiéu, OTP con it qua y



"l" a T6 chirc clia quy vi dang st* dung cac cong nghé dam
VN sA % ) bdo ATTT nao?

HIEF H1 AN TOAN THOMG TIN VIET HAR
B - Nhém bao vé dir liéu bang mat khdu, mat ma

*

+ Bd loc chdng thw rac (Anti-Spam)

+ Loc ndi dung Web

+ Hé thdng quan Iy chdng that thoat
di¥ liéu (Data Loss Protection) I

+ Phan mém chéng virus (Anti-

Virus) W 12011

: 2 % m 2012
+ Twérng Itra (Firewall)

! 2010

+ Hé thdng phat hién xam nhap

(IDS/IPS) trong mang q

+ Hé thdng phat hién xam nhap
(IDS) trén may chi I

0% 20% 40%  60% 80% 100%

AV, FW, Anti-Spam str dung nhiéu, nay chirng lai /
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T _R."\; T6 chirc clia quy vi dang st* dung cac cong nghé dam
VN SA \ ) bado ATTT nao?

HIEP HE AN TOAN THOMG TIN VIET HAM

C - Nhém cbéng cu quan ly, do quét

+ Hé thong quan 1y sw kién an ninh 2010
(SIEM- Security Incident & Event 2011
ManEgomo) M&i khoang 10% i

+ Hé thdng quan Iy log file (Log
Management)

e—

0% 5% 10% 15% 20% 25% 30% 35% 40%

Du c6 tang nhwng ty 1&é con qua thap, do nhan thirc chuva day du
can day manh khuyén céo
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T .Ef“\) T6 chirc clla quy Vi cé Quy ché vé ATTT
VN SA A (Security Policy) chua?

HIEF HE AN TRAM THORMG TIN VIET NAR

Ty |é tang Ién so v&i 2011
Can khuyén cao bat budc

Chuwa c6 Quy ché

~

xay




1’0 chirc cua qU| vi cO duv dinh thué ngoai (out-source)
VNTSA \ cac dich vu vé dam bao an toan théng tin khéng?

HIEF HE AN TRAM THORMG TIN VIET NAR

Can khuyén khich str dung céac dich
vu chuyén nghiép rong rai hon

® + Dich vu phat hién va
phong chdng virus may
tinh

® + Dich vu danh gia diém
yéu an ninh mang

= + Dich vu danh gia diém
yéu cho web-site

® + Dich vy tw van hé
théng an toan théng tin

® + Dich vu theo doi an
toan, an ninh mang




VNTSA -{I\-“" \3 Co thuc hién Kiém tra, danh g|é_ ATTT
Y e T hay kh(’jng?

Tw danh gia hay
thué dich vu
chuyén nghiép?

Can tién t&i dich vu chuyén nghiép va khach
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VNTSA 3. Chi tiéu cho ATTT — khd

khan hon

87% cho la trong nam 2012, chi tiéu cho ATTT cua tdo chirc ho
khéng giam
57% cho rang chi tiéu nay sé phai téang Ién trong ndm 2013

Tuy nhién cac ty |é trén da giam kha rd so v&i 2 nam truwéc
14%
12% +
10% 1
8% +
6% 1 L

2% _Il__...-'
%l

2010 2011 2012
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) o
VNjfoA \) Ty lé dau tw cho ATTT trong
ngan sach danh cho CNTT

M1 Tw 10% - 15%
M2 T 5% -10%
23 Dudi 5%

®4 Khac

Canh bao: ty Ié I&n chi danh ngan sach cho ATTT du&i 5%
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VNTSA 4. Nhu cau dao tao vé ATTT

Moi mot to chirc cé trung binh:
+ 0,89 chirng chi quéc t& LIEN QUAN dén ATTT
+ 1,2 chirng chi trong nwéc LIEN QUAN dén ATTT

Chi c6 49% t6 chirc c6 ké hoach dao tao vé ATTT

Trong khi d6 c6 dén 57% t6 chirc khang dinh nhu cau c6 can bd
chuyén trach vé ATTT

0%

LR iat la
. K h‘eu b\e
50% —— Thieu /

40%

2010 2011

30% -
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‘*Két luan

VNISA
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Po do ATTT (CIS)

FUNCTION MANAGEMENT PERSPECTIVE DEFINED METRICS
« Mean-time to incident discovery
Incident How well do we detect, accurately « Number of incidents
identify, handle, and recover from R
A . =1l W MLy Inci
Management security incidents? _ o v
* Mean-time to incident recovery
» Vulnerability scanning coverage
How well do we manage the expo- i 'f'tif A 'E:h ' ; I
- e - Percent of systems with no known severe
Vulnerability sure t:'nf the organization to \ru.lrfer— _ it e
Management abilities by |dent.nfy_mg and mitigating | , Mean-time to mitigate vulnerabilities
known vulnerabilities?
* Number of known vulnerabilities
L + Patch policy compliance
Patch How well are we able to maintain the
- Patch management coverage
Management | patchstate of our systems? _
« Mean-time to patch
G | b ) del of » Number of applications
Application WETE 0N Ihe MY MOCELO] | < puitaeaitca applications
Sacii business applications to operate as e s
UMY | intended? SR v
« Security testing coverage
2 - * Mean-time to complete changes
Configuration How dq changes to systerr_l con p ; 9 _
M t figuration affect the security of the » Percent of changes with security reviews
ARagCIneS organization? « Percent of changes with security exceptions
. - : What is the level and purpose of « IT security spending as % of IT budget
Financial Metrics Y L ?

spending on information security?

* [T security budget allocation

Table 1 - Center for Internet Security (CIS) Security Metrics

WWW.Security
metrics.org

1ISO 27004

7’
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DEX OF CYBER SECURITY

ICS VALUE, OCTOBER 2012 = 1497.8 (BASE = 1000, MARCH 2011)

1550 - - - 3.50%
Rate of change over s 1497 5
1450 - previous month S = T 3.00%
RS
- 2.50%
1.8% 8% T4 =9 - 2.00%
1250 A o < R —
1153 B ) et e - 1.50%
1150 - §LE=
- 1.00%
1050 Index value - 0.50%
QED T T T T T T T T T T T T I:IIOI:I%

Bat dau tir 4/2011 = —
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National Cyber Security Index

Iindex or cyber
threat
Sensory level
(3 indicators)

Information secijrifyr

Personal information
security

Cyber deviation

index area Indicators
R
| 1. establish information security policy
| Information security 2. Ratio of information security budget
[ 3. Usage of information security solution
I
| index tor cyber | Personatinformation |1- Sounter measure & helping system for P
|| safety Readiness SROUCRY 3. Usage of technical solution for P.I
| (8 indicators)
| 1. Education & Awareness for preventing
[ e cyber deviation
I Gy deviation 2. [Establish counter measure for cyber
| deviation (compliance law)
lcanintin Sy 1. # of zombie PC detection
2. # of website hacking detection
Index for cyber
Threat Personal information |1. # of report on P.l infringement
Experience security 2. # of website exposing P.1
(T indicators)
1. Incidence of cyber crime
Cyber deviation Ratio of internet addiction

Ratio of malicious reply on major website

Awareness on cyber threat i
{Do they know cyber threat?) i
possibility of cyber threat i
(Do they think cyber threat could happen?) i
Seriousness of damage by cyber threat

(how serious do they think about damage‘?}:
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VNTSA Chi s6 ATTT soO Viét nam
(ther nghigm)

= Duwra trén két qua khao sat véi 45 cau hoi

= Tinh diém tr 1-100, trong d6 gan 100 c6
Kétqué

Chl SO ATTT so 2012 la 26%

T T W vlv L4 vJ T W6 vv A — LB — 4 - -

0 Mtrc db canh giac vé mat ATTT cao nhat

= Tap trung vao 23 indicators, c6 trong so tr
1-3




VNISA

O VIETNAM INFORMATION SECURITY ASSOCIATION

Chung tay xay duwng Ha tang thong tin
an toan vi Chu quyén sé Quobc gia

Together build

Secure Information Infrastructure
for National Digital Sovereignty

Xin chan thanh cam on




